WebEX web collaboration services
Notice Related to Optional Recording Function

Purpose

This document outlines some of the considerations regarding WebEx web collaboration service when an
Agency chooses to deploy the optional recording function on WebEx, which includes recording audio,
images and content contained in the presentation being recorded. The use of the optional recording
function may involve legal issues such as: consent to record; collection, use, or disclosure of personal
information; records retention issues; public records issues; publicity rights; and intellectual property
rights. Each agency’s Assistant Attorney General (AAG) should be consulted for legal advice relating to
these requirements. PLEASE NOTE: The following information is provided to facilitate each user’s
communication with their AAG; it does not constitute legal advice.

Consent to Record

If the conference falls within the scope of privacy laws such as RCW 9.73.030, Agencies are encouraged
to work with their AAG to assure the statutory requirements have been meet. A sample notice is set out
below. The content of such notice will depend on the purpose of the collection and how it will be
used/disclosed:

Please be advised that your image will be captured and recorded during the videoconference.
Your participation in this videoconference equals consent to be recorded as required by law.
Questions about the collection may be addressed to [title] at [business address] or [business
telephone number].

In order to best protect the privacy of the participants, the Agency could consider whether to obtain
appropriate agreements with conferencing parties regarding the issue of recording (i.e., consent and
how any such recordings will be used).

Retention and Public Disclosure

Agencies are responsible for saving their recorded videoconference in compliance with 40.14 RCW,
Secretary of State Guidelines, and their agencies’ applicable records retention policies. Agencies are
encouraged to develop policies on employee use of recorded content. Customers using the optional
recording function are responsible for complying with applicable records retention and public disclosure
requirements. See, e.g., RCW 40.14 and 42.56. Consult your AAG for legal advice pertaining to
compliance with applicable Records Retention and Public Disclosure Requirements.

Publicity Rights

RCW 63.60 grants everyone a property interest in their use of his or her name, voice, signature,
photograph, or likeness. Use without permission may infringe such rights and could result in civil
liability. The RCW enables a safe harbor for use by third parties who have obtained permission orin a
manner that is otherwise lawful. See RCW 63.60.070. It is recommended that agencies consult the
assigned AAG for legal advice pertaining to obtaining permission to record the participant’s likeness and
compliance with these requirements.



Intellectual Property
Agencies should discuss the potential recording and it’s content to determine if the recording or any
subsequent distribution might violate any intellectual property rights or license agreements.

Policy & Procedures

Agencies are encouraged to work with their AAG to determine whether the Agency policy (ies) and
procedures should be created for use of web collaboration services, for example on restriction on use or
disclosure of the recorded content.

Security

Agencies are encouraged to work with their AAG and technical staff to assure the recording is secured in
a reasonable manner to prevent its loss or unauthorized use or disclosure. Confidentiality or non-
disclosure agreements should be considered with respect to materials used in a potential recording.

Summary

While of tremendous potential benefit, web collaboration may introduce certain risks that will need to
be addressed and handled appropriately under the guidance of your AAG. This list is not exhaustive and,
as previously indicated, does not represent legal advice. It is merely a starting point for your discussions
with your AAG. Please remember that each videoconference may need an analysis.



