
Personal Mobile Device Access Request Form
 Completed forms must be submitted to your immediate supervisor to process the request, please allow 5-10 business days after approval.
	To be completed by Employee:                                                                                                             
	         Add   FORMCHECKBOX 
          Update   FORMCHECKBOX 
      Delete  FORMCHECKBOX 


	Date:      
	Employee Name (Last, First, MI):      

	Shared Services Email Address:      

	Employee’s State Organization:      

	Work Phone Number:      

	Device Make/Model:      


	Device Software Version:      


Statement of Understanding
	In addition to having read and understanding WaTech Policy 1.1.8, Use of Mobile Communications Devices,  as indicated by my signature below, I also agree and understand the following:
1. The password to unlock my phone will be a minimum of six (6) characters long and contain at least three of the following character classes: uppercase letters, lowercase letters, numerals, special characters.
2. I have reviewed the list of device requirements to ensure my phone is provisionable and will accept the OCIO Security Policy.  
3. Only single-user mobile devices that can accept OCIO security configuration will be supported. 
4. During the initial synchronization with the Shared Service, a default Security Configuration will be pushed to my mobile device. This configuration is meant to protect and secure the State’s information on my mobile device.  This configuration may change the way my mobile device works when I connect it to the Shared Service and could disable or enable features on my mobile device. If I do not accept the configuration, the mobile device will not be enabled to receive email from the State of Washington’s network.
5. The configuration may change because it is periodically reviewed.  WaTech will attempt to inform customers prior to any changes, but in the case of an emergency change, this contact may not be possible.
6. WaTech may wipe my mobile device without any notification, resulting in loss of all data on the mobile device and setting the mobile device back to factory default settings.  WaTech will make a reasonable effort to contact the appropriate agency personnel to inform them of the mobile device wipe and reasons for the wipe in a timely manner. Some of the common reasons a mobile device may need to be wiped are: 
a. If the mobile device is suspected of being compromised and poses a threat to the State 
b. If the user of the mobile device violates WaTech  Policy 1.1.8 and related statutes concerning the use of the mobile device 
c. If a technical issue arises that requires the mobile device to be wiped to resolve 
d. If the State account associated with the mobile device is disabled 
e. If the owner of the mobile device has resigned, been terminated, or suspended with or without pay.



I have read and acknowledge the above information.  ________  (initial here)
7. If I lose my mobile device that is configured to connect to the Shared Service, I am required to take the actions listed below, as soon as possible, but no later than 24 hours from losing my mobile device. 
a. Notify WaTech of the loss and what actions have been taken. Notification can be done by contacting the WaTech Solutions Center, either via email to solutionscenter@watech.wa.gov. or by calling (360)407-9100.  After being notified of a lost mobile device, WaTech will confirm the data wipe of the mobile device. I will contact the Solutions Center and report the loss.
b. I will contact the cellular company that provides my service and have the mobile device deactivated. 
c. I will change my password immediately. 



I have read and acknowledge the above information.  ________  (initial here)
8. If WaTech receives a Public Records request for records that may in whole or in part be within my possession, I understand and agree I may be required to surrender my mobile device to the WaTech Public Records officer or designated agent. 



I have read and acknowledge the above information.  ________  (initial here)
9. WaTech is not able to provide troubleshooting or support for personally-owned mobile devices.  You will need to contact your wireless provider. 
The WaTech Use of Mobile Communications Devices Policy governs the State data and activity on the personal device; it DOES NOT govern personal use of the device.
Employee Signature:  __________________________________________________         Date: ________________



	Appointing Authority Name and Title (Print):__________________________________________________________________

	Appointing Authority Signature and Date:____________________________________________________________________


Definitions

ActiveSync

ActiveSync pushes email, calendar, and contacts via a State approved wireless device.  ActiveSync requires no middleware and operates on the existing Exchange 2010 infrastructure.  

Active Sync is offered to all existing users on the Exchange 2010 Shared Email service.  Any future customers migrated to the 2010 Shared Email service will have ActiveSync 2010 available once their migration is complete.
OCIO
On October 1, 2011, the Office of the Chief Information Officer (OCIO) became an official part of the restructured Office of Financial Management (OFM) and state government.  In addition to creating the OCIO, legislation passed last session (ESSB 5931) transfers authority for statewide technology policy and standards to the OCIO. The OCIO’s unique role in state government is to create clarity and alignment for IT investments.  
Remote Device Wipe
Remote device wipe is a feature that enables the Microsoft Exchange server to set a mobile device to delete all data the next time that the device connects to the Exchange server. A remote wipe effectively removes all synchronized information and personal settings from a mobile device. This can be useful when a device is lost, stolen, or otherwise compromised. After a remote wipe has occurred, it is very difficult to recover data.  To prevent loss of data, devices should be backed up regularly.
Personal Mobile Device Access Request Form



