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ActiveSync Q&A

1. What is ActiveSync?

· ActiveSync is a technology that will “push” (i.e., automatically forward) Microsoft Outlook content to a State approved wireless device.
2. Why is the State offering ActiveSync?
· Consolidated Technology Services (CTS) is offering ActiveSync as an example of meeting Governor’s Directive 09-02. ActiveSync is expected to optimize the value of IT by concentrating email services from across state agencies into a central service. The goal is to lower costs and improve service. The outcomes from this effort reinforce the generally accepted benefits for a shared service which include:

i. Drive cost and effort out of line and support services, including IT services

ii. Add value to line and support services

iii. Leverage existing agency resources, data and processes

iv. Avoid duplication

v. Reduce risk

vi. Reduce time for problem resolution

3. What is meant by “State approved wireless device?”
· CTS tests and approves wireless devices for use with ActiveSync.  This approved device list is updated quarterly.  You can find the latest approved device list at : 
http://cts.wa.gov/projects/shared_email/technical_resources.aspx
4. Is there a cost for me to use ActiveSync?
· ActiveSync is an included feature within the Shared Services Email, so there aren’t any additional costs to the agency to use that feature.  If you are using a personal device, you need to be aware that you may incur additional fees for increased usage, depending on your cellular plan.
5. My personally-owned device is on the approved list.  Can I use ActiveSync?
· There are a couple of things you need to do prior to using ActiveSync.  First you will need to work with your supervisor to determine if a personally-owned device or a state owned device is appropriate for the type of work you do.  

· Next, you will need to read the remote access policy then sign the Access Request form.  Some important things to note: 

i. If you use your personal mobile device for state business, your device becomes subject to public records request for anything created, stored, sent or received.
ii. CTS or your agency may need to wipe your mobile device without notice if the device is suspected of being compromised and poses a threat to the state; if a technical issue arises that requires the mobile device to be wiped; if the user violates State policies concerning use of the device; if the State account associated with mobile device is disabled; or if the owner of mobile device has resigned, been terminate, or suspended without pay.
6. If my device is remotely wiped, will it erase all my data?

· Yes.  All stored information (text messages, photographs, contact list information, calendaring, and user settings) are erased from the device and will be set back to factory settings.   This means that you’ll need to ensure that your device data is backed up regularly.
7. Is there a way for me to partition my device so that if it is wiped, only my work information is removed and not my personal information?

· For the launch of ActiveSync, we are focusing just on the features/functions within Exchange.  There are many mobile device management tools that are available for future evaluation, but are out of scope for now. 
8. What if I don’t want to use my personal mobile device?  Will the agency supply me with a state issued device?

· You can ask if your position and work duties qualify. There is a 2011-12 legislative bill (SB6527) that proposes strict limitations on state-provided cellular phones for other than elected officials. We’ll continue to monitor the status of that bill in case it affects the use of cellular phones.
9. How to I set up ActiveSync once I am approved?
· If you are using a state owned device, contact your supervisor to determine next steps.
· For a personal device, you will need to follow the directions in the End User Guide.
10. What if I attempt to sync a device that is NOT on the approved list?
· You will receive a quarantine email and will not be able to sync your device.  You will need to delete the email account from your phone, and the system administrator will need to remove that device from your account prior to you being able to sync a device that is on the approved list.
11. What if I don’t do anything once I am in quarantine?  Will that affect my device?

· No, it will not affect your device; you just won’t be able to sync.  System Administrators can run a script to see who is in quarantine.  

12. Who do I contact if I am having issues with syncing my device?

· You will need to follow your agencies guidelines on troubleshooting state issued vs. personal devices.

13. What if I delete my account on my device and want to re-sync? 

· Activate your account by following the same steps you took when you first synced your device.  Your device id is still associated with your mailbox, so you shouldn’t have an issue.  
14. How often will I be logged out of my device? 

· The ActiveSync policy is set for your device to log out after 60 minutes of inactive.  If you are logging out more frequently, you may need to check your individual device settings to adjust. 

15. How many days of email/calendar items can I view on my device? 

· The ActiveSync policy allows for 30 days of data to be downloaded.   If you are not downloading 30 days worth of data, you may need to check your individual device to adjust settings.


