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Identify Users Not in a Specified Security Group Script

Please note: this is a sample script provided by a customer agency Exchange administrator and is
published for informational purposes only. Sample scripts are not supported by CTS. Please refer to the
Agency Delegated Administrator Guide for supported scripts and commands.

Identify Users Not in a Specified Security Group

This sample script creates and emails the administrator a report of all users who are not a member of a
specified security group (e.g., a Vault retention security group). This must be run on a computer with
Windows 7/Windows 2008 R2 and the Active Directory cmdlets. NOTE: Replace all RED-faced text with
your agency-specific information.

Instructions Provided by the Author:
1. Inthe script, modify the global variables below, changing the email address, SMTP relay server,
searchbase showing the OU to search for users, the “excludeOU” that has the names of OU’s to
exclude from the script, and the groups you wish to search against. The example below is

provided to search for users not included in Vault retention security groups.
H

o

#Global Variables

H

Semail="user@agy.wa.gov"

Ssmtpserver="smtpserver.AGY.wa.lcl"
Ssearchbase="0U=agencyOUname,DC=AGY,DC=wa,DC=lcl"
SexcludeOU=@("agencyOUname")

Svaultgroups=@("U-S-AGY Vault OU Name","U-S-AGY Vault OU Name")

H

#Find users who have not been vaulted
#
import-module ActiveDirectory
Sall=get-aduser -filter {proxyaddresses -like "*"} -searchbase $Ssearchbase -property * | select-object
distinguishedname, mail
foreach(Sou in SexcludeOU){Sall=5(Sall -notmatch Sou)}
SuserArray=New-Object System.Collections.Arraylist
foreach(Sgroup in Svaultgroups)
{
Susers=get-adgroupmember -Identity Sgroup
foreach(Suser in Susers){SuserArray.add(Suser.distinguishedname)}
1
Suserarray=Suserarray | sort
SmatchArrayl=New-Object System.Collections.Arraylist
foreach(Suserl in Sall)




{

Smatch="no"

Sdni1=Suserl.distinguishedname

foreach(Suser2 in Suserarray){Sdn2=Suser2;if(Sdn1 -like Sdn2){Smatch="yes"}}
if(Smatch -eq "no"){SmatchArrayl.add($Sdn1)}

}
SmatchArrayl=SmatchArray1l | sort

Sbody1=New-Object System.Collections.ArrayList

Sbody1.add(" ")
Sbody1.add("Not Vaulted")
Sbody1.add(" ")

foreach (Sline in SmatchArray1){Sbody1.add(S("{0,-50}" -f """Sline"""))}

#
# Send email
#
Sbody="";Sbody1 | %{Sbody +="$_"n"

Smail = new-object System.Net.Mail.MailMessage

Smail.From = "Semail"

Smail. To.Add("Semail")

Smail.Subject = "Not in OU - $(S(SmatchArray1).count)"

Smail.Body = Sbody

S(new-object system.net.mail.smtpClient("Ssmtpserver")).Send(Smail)

2. Run the script and you will get an email showing all the users who are not in a member of the
specified security group.
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From: Jones, Amanda (CTS) Sent: Wed 2/8/2012 1:18 FM

To: Jones, Amanda (CTS)

Ce:

Subject: Mot in OU -10

| »

"CN=Doe, John (55V),0U=Test,0U=Accounts,DC=ssv,DC=wa,DC=1cl"
"CN=Doe%, Susan (SSV},0U=Test,0U=Accounts,DC=ss5v,DC=wa,DC=1cl"
"CN=Johnson', Kari (55V),0U=Test,0U=Accounts,DC=55v,DC=wa,DC=1c1"
"CN=Johnson', Stan (55V),0U=Test,0U=Accounts,DC=ssv,DC=wa,DC=1cl"
"CN=Jones\, Tonya (SSV),0U=Test,0U=Accounts,DC=s5v,DC=wa,DC=1cl"
"CN=01lson, Hannah (55V),0U=Test,0U=Accounts,DC=55v,DC=wa,0C=1c1"
"CN=Robertson', Casey {55V),0U=Test,0U=Accounts,DC=ssv,DC=wa,DC=1cl"
"CN=Smith%, Bill (SSV),0U=Test,0OU=Accounts,DC=ssv,DC=wa,DC=1cl"
"CN=5SmithY, Stewve (SS5V),0U=Test,0U=Accounts,DC=s5v,DC=wa,DC=1c1l"
"CN=Terry\, Mark (55V),0U=Test,0U=Accounts,DC=ssv,DC=wa,DC=1cl"
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